SwitchDoc Labs

SkyWeather2 Gmail Configuration Guide

This is a Maker Community Provided Document
(No affiliation with SwitchDoc Labs)

Written by: Sopwith
Revision 1.0

June 9, 2022
sopwith@ismellsmoke.net



Important Information

| am not an employee of SwitchDoc Labs. They did not request that | produce this document. All the
content in this document is the result of my discovery efforts on how the SkyWeather2 software works.

Any errors, omissions, oversights, and any other incorrect information described here belong to me. DO
NOT contact SwitchDoc Labs for technical support if you have problems getting your SkyWeather2 working
based on these instructions. Instead, send me an Email (sopwith@ismellsmoke.net) and | will try to help
solve any problems you discover.

There is a complete set of SkyWeather2 documentation on the SwitchDoc Labs website. You should
consider their documentation as the definitive guides.

This document is based on my experiences in getting the SkyWeather2 working. Your results may vary.
There is no guarantee that these instructions will work for you. Software and hardware components are
constantly changing, and these may affect your results.

SkyWeather?2 is an open-source project created by SwitchDoc Labs. Any copyrighted material, proprietary
information, and intellectual property created and owned by SwitchDoc Labs is respected and appreciated.
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Introduction

Google Gmail is the most popular “free” Email system on the planet. Anyone can setup an Email account in
a few minutes. Due to Gmail's popularity, the SkyWeather2 system, by default, uses Gmails’ SMTP server
to send out Email notifications. In the SkyWeather2 configuration pages, there is a tab where the user
enters their Email address and password.

Unfortunately, Google recently changed their Gmail security rules and they now require Two-Step
verification on all Email accounts. This change prevents existing users from receiving Email’s from
SkyWeather?2 to their Google Email address.

This document describes how to make changes to your Gmail account so that it can be used with your
SkyWeather2 system. It is a pretty simple process.

The process involves the following steps:
v Enable 2-Step verification in your Gmail account.
v Create a Gmail app password for your SkyWeather2 system.
v Change the SkyWeather2 Email password from your Gmail password to the app password.
v Configure SkyWeather2 with your App password.

Step-1: Enable 2-Step verification in your Gmail account
You cannot configure an app password in Gmail unless you enable 2-Step verification.

1) Login to your Gmail account, click on ‘Home’, then click on the ‘Security’ button in the left panel.
2) Scroll down to the section, ‘Signing in to Google’ (Figure 1).

Review security activity (5)
@ Home

-
LE| Personalinfo

Signing in to Google

Data & privacy

(eO]
ﬁ Security a-
g‘ People & sharing

st changed B:07 AM
E Payments & subscriptions Password Last changed 8:07 AM >

Use your phone to sign in off >
About L 2 e

2-Step Verification e off >

Figure 1: Security panel

3) Click on ‘2-Step Verification.’
4) Click on ‘GET STARTED’ (Figure 2).
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Protect your account with 2-Step verification

Prevent hackers from accessing your account with an additional layer of security. When you
sign in, 2-Step verification helps make sure your personal information stays private, safe and
secure.

Security made easy

In addition to your password, 2-Step verification adds a quick
second step to verify that it's you.

Use 2-Step verification for all your online accounts

2-Step verification is a proven way to prevent widespread
cyberattacks. Turn it on wherever it's offered to protect all your
online accounts.

Safer with Google

GET STARTED

Figure 2: Get Started

5) Select notification method (Figure 3). Most users will enter a mobile phone number.
6) Click ‘Next.’

Let's set up your phone

What phone number do you want to use?

]

Google will only use this number for account security.
Don't use a Google Voice number.
Message and data rates may apply.

How do you want to get codes?

@ Text message O Phone call

Show more options

Security Key
A small physical device used for signing in

Google Prompt
Get a Google Prompt on your phone and just tap Yes 1o sign in NEXT

Figure 3: Notification method

7) Enter the verification number sent to your phone (Figure 4).
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Confirm that it works

Google just sent a text message with a verification code to (JJJj) NN
Enter the code

6223102

Didn't get it? Resend

BACK

Step 2 0of 3 NEXT

Figure 4: Verification code

8) Click ‘Next.’

9) Turn on 2-Step verification — Click ‘TURN ON’ (Figure 5).

It worked! Turn on 2-Step Verification?

Now that you've seen how it works, do you want to turn on 2-Step Verification for your Google

iﬂ]gmail_com?

Account

Step3of3 TURN ON

Figure 5: Turn on 2-Step Verification

Step-2: Create an App password for SkyWeather2

Now that 2-Step Verification is enabled, you can create an App password.

1) In the Gmail ‘Signing in to Google’ security panel click on ‘App passwords.’

Home

®

Personal info

Data & privacy

® 0

Security

O
-~

People & sharing

D

© 0O

About

Payments & subscriptions

Signing in to Google

Qxx

Password Last changed B:07 AM >
2-Step Verification a On >
App passwords None >

Figure 6: App password panel
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2) In the dropdown, select ‘Other’ then enter an App name (e.g. SkyWeather?2).
3) Click ‘GENERATE’ (Figure 7).

<  App passwords

App passwords let you sign in to your Google Account from apps on devices that don't support 2-Step Verification. Youll only need to
enter it once so you don't need to remember it. Learn more
You dor't have any app passwords.

Select the app and device you want to generate the app password for.

SkyWeather2| x

GENERATE

Figure 7: Enter App nhame

4) Copy generated password to a safe place. Select the text in gold, right click, select ‘Copy’.
5) Paste the App password in your password safe or wherever you store passwords. (Figure 8).

Generated app password

Your app password for your device

uuce devp vckj gjtb

How to use it

Email

Go to the settings for your Google Account in

securesally@gmail.com the application or device you are trying fo set
up. Replace your password with the 16-
Password character password shown above.

Just like your normal password, this app
password grants complete access to your
Google Account. You won't need to remember
it, so don't write it down or share it with
anyone.

DONE

Figure 8: Copy App password

7) You will now see your App password entry in the password list (Figure 9).
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< App passwords

apps on devices that don't support 2-Step Verification. Youll only need to

Your app passwords

Name Created Last used

SkyWeather2 8:33 AM

Select the app and device you want to generate the app password for.

Select app Select device

Figure 9: Gmail App password list

Step-3: Configure SkyWeather to use your App password
Now that you have an App password assigned to your Gmail account, you must tell SkyWeather2 what it is.

1) Connect to your SkyWeather2 Pi via VNC or ssh.
2) Open a command window.
3) Change directory to homepi/SDL_Pi_Skyweather2
$ cd; cd SDL_Pi_Skyweather2
4) Start remi server.
$ sudo python3 SkyWeatherConfigure.py
3) Open a browser on another computer and connect to the Pi using its IP address and port 8001.
My Piis at IP address: 192.168.1.29
In my browser | enter: http://192.168.1.29:8001
See Figure 10.
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http://192.168.1.29:8001/

A MNotsecure  192.168.1.29:3001 = @ §

SkyWeather2 Configuration Tool “ m

Version 003
Sk \/ Weather

Your Weather On The Cloud

Y

DMW MTN PSMax  WS-WU B-WS Pins MQTTR  Camera
Debug / MySQL / WLAN Tab
Debug Configuration
D enable SW Debugging
MySQL Configuration
enable MySQL Logging

password

WLAN Check in SkyWeather2

| |enable WLAN Detection

Pingable Router Address

192.168.1.1

English or Metric Units

| |English (not checked) or Metric (checked)

Figure 10: SkyWeather2 Configuration Tool

4) Click on the ‘MTN’ tab (Mail and Text Notification). Figure 11.

5) Enter your full Gmail address in the ‘Mail User’ box.

6) Enter your App password in the ‘Mail Password’ box. DO NOT enter your Gmail password.
7) Enter your full Gmail address in the ‘Notify Address’ box.

8) Enter a ‘from’ address in the ‘From Address’ box. (e.g SkyWeather2@Ilocal.com).

9) Click ‘Save and Exit’ at the top right of the form.
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Wrap Up

You have now configured your SkyWeather2 system to send Email notifications to you Gmail address.
I hope you find this guide useful and that it saves you time. The SkyWeather2 system is a very well

A Notsecure  192.168.1.29:8001

SkyWeather2 Configuration Tool
Version 003

SkyWeathe

Your Weather On The Cloud

PSMax Ws-Wu B-WS

Main and Text Notification Tab
Mail and Text Notification
Configuration

Mail User

youremail@gmail.com

Mail Password
uucedevpvckjgjtb

Notify Address
youremail@gmail.com
From Address
SkywWeather2@local.com

| |enable Text Messaging

Text Notify Address

yournumber@yourprovider

'J

er

Figure 11: MTN Tab
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Reset to Defaults
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designed, fun project to hack.

Thanks to all the fine folks at SwitchDoc Labs!

If you have issues with your Gmail configuration, send me an Email or post an entry on my blog.
https://ismellsmoke.net

Don't forget about the SDL support portal: https://forum.switchdoc.com/

Send corrections, comments, complaints, ideas, or any other feedback to: sopwith@ismellsmoke.net.

Sopwith
June 9, 2022
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